12 Threat Protection System
Quick, Intelligent & Precise Threat Protection

An Integration of McAfee” Network Security Platform (formerly IntruShield”
Intrusion Prevention System) and ArcSight Threat Response Manager

Security can be a complicated maze of layered products that rarely interact and work
together. Deploying an array of security solutions to protect your perimeter and
hosts does not stop threats from originating inside your network. Network security
hinges on how you integrate security and network solutions to create a comprehen-
sive, seamless security system that enables you to take quick, precise and decisive

action.

Through innovative integration of ArcSight Threat Response Manager (TRM) and McAfoe
Metwork Security Platform (formerly IntruShield Intrusion Prevention System) technologies,
Platform Solutions has architected a comprehensive Integrated Intelligent (12) Threat Protection

System to leverage IPS capabilities across your existing network and security infrastructure. This

innovative solution will save you time and money.

With |2 Threat Protection System you can quickly identify security threats and make intelligent,
informed decisions on how to take action against threats, including:

Blocking and quarantining high security threats

Escalating threats to management for authorization for critical assets

Leveraging your existing network and security infrastructure

This powerful, integrated solution enables you to address ever-changing DDOS5, virus, worm,
and botnet-based attacks quickly and accurately to minimize the proliferation of security

threats.

The Power & The Vision

Too often you can identify a threat within your network,

With |12 Threat
Protection System you:

but through limited network visibility, you lose valuable

time trying to detect its exact location. The I Threat
Have DOME view of your

environment from a
single point of control

Protection System enhances your capabilities to
strengthen your security profile, while saving time and

easing the burden on your resources. Through
Can act on threats with

ONE click Intrubhield’s powerful ability to detect and block a threat

Can stop threats in less and TRM's vision to pinpoint the spedfic location of the

than TWO minutes threat, you will have eyes and ears throughout your

entire environment. You can use IntruShield to instruct
TREM on how to stop a threat deep inside the network. The Intru5hield Manager directly
integrates with TRM to enable one-click action against threats, virtually extending the power of

your IP5 to all your network devices.
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I* Threat Protection System

Cuick, intelligent and precise threat identification and
action

Ability to leverage your existing network componants to
SUppOrt security initiatives

Obtain ONE view of your environment from a single
point of control

Act on threats with OMNE dick
Stop threats in less than TWO minutes

McAfea IntruShield Network Intrusion Prevention System

Provides comprehensive, scalable, accurate and intuitive
management of IPS policies and appliances

Proven management of IP5 configuration, policy, attack
blocking and response actions for small or large
Network Security Manager deployments

Prioritized visual tracking of suspicious attack activity for
accurate protection of your most critical network
assets

Centralized at-a-glance dashboard gives you a complete
threat and system summary in saconds, while our
real-time alert manager offers single-click navigation
to alert and attack information

ArcSight Thraat Responsa System

Pinpoints the exact location of threats on your network
and presents available response actions

Allows the operation to respond immediately with
specific, policy-based actions within a salf-
documenting and auditable framework

Response actions can include:

Disablimg the source of the threat, including
changing user privileges and tuming off access
rights for the suspicious user accounts

Limitinig the actions that are possible from a
SLESPICIOUS SoUTCE

Placing systems in separate out-of-band
networks/VLANs

Taking a complete smapshot of the suspicious system
for forensic analysis

Platform Solutions, Inc.
Comprehensive delivery mathodology
Certified and experienced technical delivery team

Experience in security, advanced networking, storage
and application infrastructure

Strong industry and manufacturer partnerships
Excellent customer service
MNimble and adept corporate culture
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|2 Threat Protection System Reference Architecture
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Attacking devices were isolated and servers are back online!

Platform Solutions’ comprehensive reference architecture and deployment methodology enables you to quickly deploy the
2 Threat Protection Solution in your environment. Leveraging our team of industry and vendor-certified security and networking experts, we can

help you design, deploy, operate and support a solution that will bring measurable value and benafits to your organization.

Due to the innate sensitivity of medical information, when it comes to identifying and eliminating security threats, every minute
counts. With Platform Solutions’ integration of the McAfee IntruShield and ArcSight TRM solutions, we have been able to quickly and
intelligently identify and address threats, reducing our time to response by 809%. As a result, we have been able to save valuable

time, resource bandwidth, and most impertantly our critical data and information.

Brad Blake - IT Director, Boston Medical Center

FOR MORE INFORMATION please email: sales@platformsolutions.com
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